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ZERO TRUST AWARENESS
SELF-ASSESSMENT

TEST YOUR KNOWLEDGE FILL IN YOUR ANSWER

NO UNSURE

GENERAL
Could you explain the Zero Trust Cyber Security philosophy to your

least savvy tech board member?
Do you have any Zero Trust cyber security services in place at your bank ‘

today?

DATA

Is the bank’s data classified by sensitivity?
Do you have a Data Loss Prevention (DLP) process in place today?

IDENTITIES (END USERS)

Is Multi-Factor Authentication (MFA) in place for internal users?

Have you implemented Single Sign-On?

ENDPOINTS
(PCS. LAPTOPS, MOBILE DEVICES AND
SERVERS)

Does your bank allow non-banked owned devices to be connected to
your network?

Do you have an End-Point Detection Response application?

APPLICATIONS

Are you enforcing policy based access controls for your applications?
Are you able to monitor threats from your third-party, cloud based

applications?

NETWORK

Is your network segmented to limit lateral movement?

Is your network traffic encrypted?

INFRASTRUCTURE

Has your bank implemented a Security Information and Event
Management (SIEM) tool?

Does your bank utilize any behavior analytics or automated

investigations?
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PROVIDING IT EXPERTISE TO
FINANCIAL INSTITUTIONS SINCE 2008.

Keeping up with technology needs requires more resources than

“IRONCORE delivers a perfect mix of highly |

ever before. Staying compliant, keeping servers patched,
skilled professional services with personal,

workstations operational, and downtime to a minimum consume

more time, money, and energy than most organizations are willing individualized customer service that makes

o n
to admit. Supporting network hardware, software, and end-users them one of my favorite vendors.

adds up to b.e one of the most .substantlal expenses aI.ld head.aches - Christy L. Carpenter, Springfield State Bank
for your business. By outsourcing IT and cybersecurity services,

your organization has access to a greater level of expertise at a

fraction of the cost. "Bankers are searching for a trusted partner

that will help strengthen their IT and
SERVICE PROVIDER OF THE YEAR! cybersecurity program without disrupting
IRONCORE was chosen as Community Bankers of Illinois” (CBAI) its current staffing and cost model. The
2022 Service Provider of the year! CBAl is a professional trade banker-leadership at CBSC is convinced
association representing nearly 300 Illinois commercial banks and IRONCORE is that partner." j
thrifts. ( - Mike Ke]]e)/, CBSC President
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